Sebastian Dunne
Enterprise IT Professional

Sixteen years of progressive senior-level experience managing technical teams and
enterprise-class infrastructure projects, specializing in network and system architecture,
data security, and application delivery.

EXPERIENCE

Manager of Infrastructure, Operations, and Data Security for the National
Education Association (NEA), Washington, DC, from August 2008 to the present.

Responsibilities and accomplishments:

Leads a team of eleven staff and contractors who engineer and manage two
enterprise-class data centers supporting applications for 5,000 corporate staff in
over 50 locations nationwide and 3 million association members.

Supports a heterogeneous mix of x86 and Itanium workloads on Windows, Linux,
and HP-UX to provide enterprise messaging (Exchange 2010), Oracle, SQL, and
DB2 databases, secure web hosting and content management systems,
business intelligence services, Identity and Access Management (Tivoli), and
other applications.

Virtualized the server infrastructure using VMware (now on vSphere 5.1),
averting an electrical power crisis, realizing “green” savings, and increasing the
agility and quality of the technology services delivered.

Led NEA'’s Disaster Recovery project to a successful deployment phase for 25%
of the budgeted cost through the design and implementation of a resilient
enterprise environment, including server infrastructure, networking, and storage
systems across two data centers and leveraging advanced emerging
technologies and services.

Responsible for all IT services at the NEA’s Annual Meeting and Representative
Assembly, supporting 10,000 delegates and hundreds of NEA staff over an 11-
day period every year.

Featured speaker at the annual Information Technology Conference of the
national and state education associations, presenting complex IT concepts and
strategy to technical and non-technical audiences alike.

Respected technology leader in the association-wide Technology Compact
Committee, Architecture Review Committee, and the State Education
Association-NEA IT Cooperative.

Negotiates statements of work, service agreements, contracts, and quotes with
large and small vendors to ensure best value to the organization.
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¢ Implemented and manages an EMC Symmetrix DMX-4 storage array and Cisco
MDS switch-based storage fabric.

e Managed NEA'’s information security compliance, including the Payment Card
Industry (PCI) standard: scanning systems related to online payments and
remediation of systems to meet required standards.

e Saved NEA financial resources and reduced financial exposure by shrinking our
PCI footprint through smart design of new systems and IT architectures.

e Implemented and manages SolarWinds network monitoring and Riverbed
Cascade network performance monitoring and alerting. Also using Zenoss,
AWStats, Google Analytics, and Precise for Oracle.

e Manages the infrastructure budget and project budgets, including (painful) cuts
during the latest economic downturn.

e Experience with enterprise backup and recovery solutions, de-duplication and
archiving technologies for file data and email.

e Implemented application delivery technology (now Citrix XenApp 6.5) for all
forms of NEA applications: web sites, web applications, legacy client-server
applications, and Custom Off-The-Shelf (COTS) products—ensuring consistent
performance and availability to all customers.

e Implementing Citrix EdgeSight for proactive application performance monitoring.

e Evaluating and testing Mobile Device Management (MDM) services (MaaS360)
and exploring a Bring Your Own Device (BYOD) policy for staff, including Citrix
XenApp and XenDesktop virtual desktop infrastructure (VDI).

e Implementing Tandberg (Cisco) videoconferencing system to national and state
associations nationwide.

e Manages projects using traditional methodologies as well as Agile project
management, using Microsoft Project (and variants) and JIRA (Atlassian).

e Long history of mentoring staff and encouraging staff development.

Senior Network Engineer for the National Education Association (NEA),
Washington, DC, from September 1995 to the August 2008. (Independent contractor
from July 1993 to September 1995.)

Professional Certifications:

e Certified Information Systems Security Professional (CISSP), 2004 and re-
certified in September 2007
e Aprisma SPECTRUM Engineer - Level 3, 2003.

Responsibilities and accomplishments:

e Lead network engineer, security engineer, and network administrator for the
NEA.
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e Lead engineer for design, implementation, maintenance, and support for a 700-
node LAN and a 5,000-node nationwide WAN.

e Implemented a production virtual server infrastructure using VMware to reduce
the costs of management, support, and hardware, and to provide disaster
recovery and business continuity services.

e Technology lead and team leader for the NEA's Annual Meeting and
Representative Assembly. Ten thousand delegates and hundreds of NEA staff
use a 200-node network, built in a different city every year with a small team
within a compressed timeframe.

e Technology lead for the NEA Elections Committee. Responsible for the
administration of elections for 10,000 delegates to the NEA's annual
Representative Assembly using Diebold Election Systems (formerly Global
Election Systems) subject to Department of Labor law.

e Senior engineer for NEA's annual Information Technology Conference.
Delivered high-level presentations to state affiliate management and technical
staff on information security, future technology, and technology
direction. Attendees include executive management and high-level technical
staff from 50 affiliate organizations.

e Project manager to convert NEA headquarters and the data center from a Token
Ring and Type 1 cabling infrastructure to fiber and Fast and Gigabit
Ethernet. Project included network design, contract negotiation, managing
multiple vendors and contractors, and implementation of a Cisco network. The
network consists of a redundant core of multiple 6500 and 4500-series switches
and nearly 50 closet access switches.

e Project manager to implement secure wireless access at NEA headquarters
using Cisco access points, controllers, and location appliances.

e Senior engineer for telecommunications, routing, and security technologies used
in upgrading NEA's WAN from frame-relay to a private MPLS network. Led
development of design requirements, the RFP process and evaluation,
throughout the pilot, testing, and implementation phases.

e Manager of all domain names, digital IDs, and server IDs (SSL certificates)
through various vendors, including Verisign. Implemented centralized
management tool for PKI certificates to save money and reduce time to
implement new certificates.

e Networking lead for enterprise-application software deployments. Provided
technical support to NEA's state affiliate organizations for technology planning
and implementation.

e Designed and implemented NEA's first Internet access and security.
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OTHER EXPERIENCE

Guest lecturer and Adjunct Faculty at George Mason University, Fairfax, Virginia.

e Taught classes on the history of the Internet and Internet literacy (1998), United
States history (2000), Irish history (2001), and American Constitutional history
(Spring 2007).

Analyst for Cable & Wireless, Vienna, Virginia, from July 1992 to July 1993
(Temporary employee from July through August 1992.)

e Ran technical reviews of telecommunication orders for dedicated and managed-
data services for data and voice networks.

Analyst for General Scientific Corporation, Arlington, Virginia, from September 1991
to July 1992.

e Technical writing, editing, and designing briefing materials and presentation
aids. Analyzed surveys, evaluated Navy acquisition procedures and developed
acquisition manuals. Implemented the organization's first Local Area Network
(Novell).

Power Technologies, Inc., Schenectady, New York, from May to September 1990.

e Marketed and presented technical demonstrations of the National Lightning
Detection Network and the THUNDER software and hardware system to electric
power utilities nationwide.

Independent contractor to Engle Training and Design Group, Inc., Arlington,
Virginia, from June through August 1989.

e Technical writing, produced manuals and training materials, and taught classes
in dBASE V.

EDUCATION

Master of Arts degree in American History from George Mason University, 1999.

Bachelor of Arts degree from The College of William and Mary with a major in History
and a minor in Economics, 1991.
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OTHER SKILLS AND TECHNOLOGY EXPERIENCE

Extensive operation, support, and management of:
Dell server blades and enclosures.

Cisco routers, switches, firewalls (ASA and PIX), wireless controllers and access points,
Content Networking and load-balancing, and Wide Area Application Services (WAAS).
Designing new network core around Cisco Nexus technology today.

Microsoft systems, including Window Server 2003-2008, Exchange 2000-2010, Internet
Security and Acceleration Servers (ISA), MS Clustering technology, Windows 7, and all
previous server and desktop version back to Windows 3.1.

Virtualization technology beginning with VMware Workstation and using VMware
vSphere 5.1 today.

UNIX-based operating systems, including HP-UX, Red Hat and SUSE LINUX, BSDI,
and SCO.

Intrusion Detection Systems (IDS), both open source (Snort) and some proprietary
(Cisco).

Email filtering, virus scanning, and spam blocking using firewalls, MailMarshal and
Microsoft Forefront Online Protection for Exchange (FOPE).

RADIUS and AAA implementations including Cisco's Access Control Server (ACS).

Virtual Private Network (VPN) technology across many platforms and vendors, including
Cisco, Netscreen, and V-ONE. Implemented and secured proprietary and IPSEC
tunnels for mobile and home users, as well as site-to-site tunnels for larger offices and
partners. Supporting SSL-based VPNs from F5 and Citrix (NetScaler) today.

A variety of mobile data devices and remote data access technologies, including RIM,
Good Technology, Palm, and Apple. Supporting Blackberry Enterprise Servers and iOS
and Android devices using ActiveSync.

Network and system monitoring with SPECTRUM, CiscoWorks, and WhatsUp Gold,
SolarWinds and Riverbed Cascade today.
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